
 

 
 
 
 
 

 

Special Session Proposal 
 
 

• Title: Mobility-as-a-Service: managing cyber security risks for a seamless smart 
connectivity 

 
• Modality: 

 
o Half-day (e.g., 3 hours plus breaks)  

 

• Scope (no longer than 4 pages), including the following sections: 
 

Motivation and general scope 
 
Mobility innovation and the fast growth of mobile internet coverage and usage have changed people’s 

travel behaviours, which has changed the provision of transport services. Mobility-as-a-service (MaaS) 

offers to attend to the growing demand for on-demand multi-modal journeys, whilst optimising the 

public transport infrastructure. The evolution from the current transport system to a MaaS ecosystem 

requires integrating data and services into a single platform, and as integration increases so does the 

cyber attack surface to MaaS operators and consumers. 

 

Although a lot of research work has been done on the potential benefits of MaaS, cyber security and 

privacy risks of the MaaS ecosystem have received much less attention from researchers. This calls 

for more research work that can bring the ITS and cyber security research communities closer to each 

other. Strengthening such ties between the two communities will help ensure MaaS systems and 

processes are designed to ensure security, privacy and safety of people and organisations involved in 

the wider  ecosystem. 

 

• The session aims to have a platform for researchers and practitioners from both ITS and cyber 

security communities to exchange recent research progress and discuss real-world challenges 

of securing different assets of the MaaS ecosystem.  

 

Relevance to the ITS community 
 
MaaS is an important application area and research topic of ITS since managing multi-modal transport 

and meeting travellers’ flexible needs require intelligent, personalised and contextualised solutions. 

Protecting MaaS ecosystems against cyber attacks requires drawing researchers from multiple 

disciplines and research areas, including AI, ML, modelling and simulation, cyber security, privacy, 

cyber-physical-social systems, transport engineering, human factors and behavioural science, 

information systems, organisational behaviours, business models, public policy, making this session a 
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perfect place to help grow the ITS community into more disciplines, including some we saw much less 

researchers attending ITSC. 

 
Topics of interest for the special session 
 

• Emerging cyber security risks in MaaS ecosystems 

• Cyber risks security management of MaaS systems 

• Vulnerability analysis of and attacks on MaaS systems 

• Privacy attacks on personal data of MaaS consumers 

• Security and privacy protection of MaaS operators and consumers 

• Interventions and incentives encouraging more secure behaviours of MaaS operators and 

consumers 

• Modelling of MaaS ecosystems covering cyber security and privacy risks and defence 

• Modelling of malicious behaviours of different actors in MaaS ecosystems 

• Understanding of digital practices and risk perception of people 

• Legal and policy-related asepcts of protecting MaaS ecosystems against attacks 

• Economic analysis of cyber security and privacy aspects of MaaS ecosystems 

 
[TO BE COMPLETED BY THE PROPOSERS] 
 
• Organizers (names, affiliations, emails, and short bio): 

 

Professor Nazmiye Balta-Ozkan is Head of the Centre for Energy Systems and 

Strategy at Cranfield University. She has led interdisciplinary, multi-institute 

teams in projects on UK smart grid scenarios, New Methods and Data for 

Energy Research, and an international grant on smart homes, all bringing social 

science, engineering and policy experts together. As an urban planner by 

training, her research applies socio-technical lenses to the study of smart energy 

transitions by using a mix of quantitative and qualitative methods. 

 

She is currently leading projects on of digital mobility services, societal 

resilience to disasters, and contributing to managing risks associated with the 

use of AI in delivery of digital energy services. She was a secondee to DECC 

Strategy Directorate to provide analytical support to the ‘The Carbon Plan’ 

using the UK MARKAL Energy System model in 2011. 

 

n.ozkan@cranfield.ac.uk 

Cranfield University, UK 

 

 

Professor Weisi Guo is a Professor of Human Machine Intelligence at Cranfield 

University. He obtained his MEng, MA, and PhD degrees from the University 

of Cambridge. Since 2012, he has built an award-winning team at the University 

of Warwick (2012-19) and then Cranfield (2019-now). His research group has 

won the IET Innovation Award winner (2015) and been a runner-up in the Bell 

Labs Prize three times (2014, 2017, 2019). His research interests focus on 

networks, data science, and autonomy. 

Weisi.Guo@cranfield.ac.uk 

Cranfield University, UK 
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Professor Shujun Li is Professor of Cyber Security at the School of Computing 

and Director of the Institute of Cyber Security for Society (iCSS), University of 

Kent, UK. He has published over 100 scientific papers, including five Best 

Papers such as the prestigious 2022 IEEE Transactions on Circuits and Systems 

Guillemin-Cauer Best Paper Award (selected from over 3000 papers published 

in IEEE Transactions on Circuits and Systems I: Regular Papers and IEEE 

Transactions on Circuits and Systems Part II: Express Briefs in 2019, 2020 and 

2021). His research interests are mostly about inter-disciplinary topics related 

to cyber security and privacy, human factors, digital forensics and cybercrime, 

multimedia computing, and data science. Professor Li is on the editorial boards 

of several international journals and participated in the organisation or technical 

program committees of more than 100 international conferences and 

workshops. He is a Fellow of the BCS, a Senior Member of the IEEE, and a 

Professional Member of the ACM. He is a co-founder and a Vice President 

(2018-present) of the Association of British Chinese Professors (ABCP). He 

received one of three 2022 IEEE SMC (Systems, Man, and Cybernetics) Society 

TCHS (Technical Committee on Homeland Security) Research and Innovation 

Awards. 

s.j.li@kent.ac.uk 

University of Kent, UK 

 

Dr Adam Zagorecki is a Senior Research Officer at the Centre for Simulation 

and Analytics, Cranfield Defence and Security, Cranfield University, Defence 

Academy of the United Kingdom. Adam specialises in applying Data Science, 

Machine Learning, and Artificial Intelligence methods to defence and security 

domains. Adam obtained Ph.D. in Information Science from University of 

Pittsburgh, USA. In the past he worked at Robotics Institute Carnegie Mellon 

University developing system to classify nuclear and radioactive threats for 

border control, Graduate School of Public and International Affairs, University 

of Pittsburgh working on various aspects of disaster management.  

 

His teaching portfolio includes module leader roles for Computer Attack, Threat 

and Opportunities and Data-Led Decision Support and Artificial Intelligence 

modules on Cyber Defence and Information Assurance M.Sc. programme. 

Currently, Adam is a co-investigator for EPSRC’s grant: Managing 

Cybersecurity Risks across Consumers, Organisations and Sectors. 

 

a.zagorecki@cranfield.ac.uk 

Cranfield University, UK 

 
• Contact details of the proposers (email, postal address, etc): 

Professor Nazmiye Balta-Ozkan 

n.ozkan@cranfield.ac.uk 

+44 (0) 1234 754296 

Cranfield University 

College Road 

Cranfield, UK MK43 0AL 

mailto:s.j.li@kent.ac.uk
mailto:a.zagorecki@cranfield.ac.uk

